
Looking for more secure Wi-Fi? WPA2 (Wi-Fi Protect-
ed Access 2) gives wireless networks both confidential-
ity and data integrity, two terms not previously asso-
ciated with Wi-Fi. 

Security, of course, has long been the trade-off with
Wi-Fi. Early wireless networks leaned heavily on VPNs to
provide Layer 3 security, which—aside from the addi-
tional overhead of encapsulation and the challenges of
roaming, quality of service, client support and scalabil-
ity—left the IP network vulnerable to attacks. The Layer
2-based WPA2 better protects the network.

But WPA2 alone can’t provide enterprise security:
Combining WPA2 with the IEEE 802.1X port-based
authentication protocol for access control should elimi-
nate most security worries. This won’t protect you from
rogues, denial-of-service attacks or interference, but it
will ensure secure wireless communication. 

The Wi-Fi Alliance’s WPA2 security spec is a major
improvement over WEP (Wired Equivalent Privacy), the
security standard in IEEE’s original 802.11 (for more on
WEP, see “WEP: Old-School Security for Wi-Fi” at
www.nwc.com/go/1702rd7.jhtml). WEP was susceptible to
attacks and poorly implemented by vendors, and never
took off in the enterprise. WEP’s weaknesses and the
ease with which they’ve been exploited led to the
802.11i standard, which was approved and published in
2004. The Wi-Fi Alliance created WPA, a subset of the
draft version 802.11i, and later, WPA2, which provided
stronger security than the first version of WPA. 

WPA came with support for TKIP (Temporal Key
Integrity Protocol), which uses the RC4 cipher, and it can
be implemented in software with just a driver or firmware
update. Keys are rotated frequently, and the packet counter
prevents packet replay or packet re-injection attacks. WPA
provides integrity checking using MIC (Message Integrity
Code), sometimes nicknamed “Michael.” Although this
checksum method can be attacked with brute-force meth-
ods, network traffic is halted automatically for a minute

and the session keys reset if a WPA-based access point
detects more than one TKIP MIC failure within 60 sec-
onds, so the risks are minimal. 

WPA2, meanwhile, uses a new encryption method
called CCMP (Counter-Mode with CBC-MAC Protocol),
which is based on AES (Advanced Encryption Standard),
a stronger encryption algorithm than RC4. 

Both WPA and WPA2 include two authentication
modes: personal and enterprise. WPA2-Personal generates
a 256-bit key from a plain-text pass phrase, sometimes
called a PSK, or preshared key. The PSK (as well as the Ser-
vice Set Identifier and SSID length) form the mathematical
basis for the PMK (pairwise master key) that’s used to initi-
ate a four-way handshake and generate the PTK (pairwise
transient key)—or session key—between the wireless user
device and access point. WPA2-Personal, like static WEP,
poses challenges in key distribution and maintenance,
making it a fit for small offices but not the enterprise.

WPA2-Enterprise, meanwhile, addresses concerns
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regarding distributing and managing static keys, and con-
trols access on a per-account basis by tying in to most
organizations’ authentication services. This mode requires
credentials, such as a user name and password, a certifi-
cate or a one-time password, and authentication occurs
between the station and central authentication server. The
access point or wireless controller monitors the connec-
tion and directs authentication packets to the appropriate
authentication server, typically a RADIUS server. The
framework for this is 802.1X, which supports user and
machine authentication with port-based control that
works for both wired switches and wireless access points.

Xtra, Xtra
Three major components of 802.1X authentication are
supplicant, authenticator and authentication server. 

The 802.1X specification describes the supplicant as
the device requesting access to the network, usually a
laptop or mobile device, but in practice it’s software on
that device that initiates and responds to 802.1X com-
mands (see “Supplicants: Pleading for Access,” at
www.nwc.com/go/1702rd4.jhtml).

The authenticator—typically an access point, but in
a centralized AP architecture, it may reside on the
switch/controller—authenticates the client to the net-
work. This device processes requests from the suppli-
cant, and leaves the network interface blocked unless
directed by the authentication server to unblock it. 

The authentication server, meanwhile, receives and
processes the authentication request. It usually is a
RADIUS server, but it’s not just any RADIUS server—it
must be compatible with the supplicant’s EAP (Extensi-
ble Authentication Protocol) types (for more on EAP, 
see “D-EAP-en Your Understanding,” at www.nwc.com/
go/1702rd8.jhtml).

EAP traffic is exchanged between the client (suppli-
cant) and AP (authenticator) over the Layer 2 EAPoL
(EAP over LAN) protocol. The supplicant doesn’t have
Layer 3 connectivity to the RADIUS server: When the AP
receives EAP traffic from the client, it converts it to the
appropriate RADIUS request and then passes it to the
RADIUS server for processing. If the supplicant encrypts
the data, the authenticator can’t inspect the contents of
the request, but can extract from the response attributes
such as the client’s VLAN assignment.

After 802.1X authentication, the client receives the
master key (MK) from the authentication server. The mas-
ter key is tied to that authentication session. From the
MK, the same primary master key (PMK) is generated on
both the client and the authentication server. The authen-
ticator—in this case an access point—receives the PMK
from the authentication server through a predefined
RADIUS attribute. Once the client and access point pos-
sess the PMK, the client and AP generate the pair-wise
transient key (PTK) without actually exchanging it. This is

possible over a four-way handshake, which eliminates a
successful man-in-the-middle attack.

WPA2’s PTK comprises three types of keys. They are
the Key Confirmation Key (KCK), which is used to check
the integrity of an EAPOL-Key frame (used in the MIC),
the Key Encryption Key (KEK), which encrypts the GTK,
and the Temporal Keys (TK), which secure data traffic.

All wireless devices associated with an access point
must be able to decrypt the broadcast and multicast traf-
fic. They do so with the same group key, or GTK. If the AP
changes the GTK because it was compromised, for exam-
ple, the AP issues a replacement key using a simpler two-
way handshake with the KEK encrypting the GTK. 

Because this entire process of client authentication to
the RADIUS server can take up hundreds of milliseconds
(if not seconds) when a device is roaming from one AP to
another, it’s unacceptable for Wi-Fi phones or streaming
applications on laptops. So most enterprise wireless prod-
ucts have 802.11i features that help minimize roaming
latency—preauthentication and PMK caching. 

Preauthentication lets a mobile client authenticate
with other APs in its vicinity while remaining associated
with its primary AP. With PMK caching, a roaming
client need not fully reauthenticate over 802.1X when
it returns “home.” 

WPA2 Encryption
WPA2 is built around AES, which has replaced DES and
3DES as the de facto industry encryption standard. The
computationally intensive AES requires hardware assis-
tance, something not always in older WLAN equipment. 

WPA2 uses CBC-MAC (Cipher Block Chaining Mes-
sage Authentication Code) Protocol for authentication
and integrity, and CTR (Counter Mode) to encrypt the
data and MIC. WPA2’s MIC is similar to a checksum and
provides data integrity for the nonchangeable fields in
the 802.11 header, unlike WEP and WPA. This prevents
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☎☎ STANDARDS☎☎
802.11i IEEE security standard for Wi-Fi networks that
supersedes WEP. It encompasses 802.1X for authentica-
tion and AES-based CCMP for confidentiality and integrity.

802.11r As-yet unfinished IEEE amendment to 802.11
that specifies fast but secure roaming from one AP to
another. Key to supporting secure voice in an enterprise.

802.1X  IEEE standard and framework for describing
port-based access control.

WPA  Wi-Fi Alliance’s intermediate standard for Wi-Fi
security, based on IEEE 802.11i drafts, that calls for
TKIP and MIC, as well as the use of preshared keys.

WPA2  Wi-Fi Alliance’s latest Wi-Fi security standard
that builds on WPA and specifies AES encryption cen-
tered around CCMP.



packet replay from being exploited to decrypt the packet
or compromise cryptographic information. 

MIC calculation uses a 128-bit IV (initialization vec-
tor). The IV is encrypted with AES and the temporal key,
producing a 128-bit result. The algorithm then performs
an exclusive OR on that result and the next 128 bits of
data. The result of this calculation is encrypted with AES
and the TK, and then an exclusive OR is performed on
that and the next 128 bits of data. The last step is repeat-
ed until all 128 blocks in the 802.11 payload are exhaust-
ed. At the end of the operation, the first 64 bits are used
to produce the MIC. 

The counter-mode encryption algorithm encrypts the
data and the MIC. The algorithm begins with a 128-bit
counter preload similar to the MIC IV, but uses a counter
value initialized to 1 instead of a data length. So a differ-
ent counter is used to encrypt each packet.

The first 128 bits are encrypted using AES and the TK,
producing a 128-bit result, and an exclusive OR is per-
formed on that result. The first 128 bits of data produce
the first 128-bit encrypted block. The counter preload
value increases incrementally and is encrypted with AES
and the data encryption key. Then an exclusive OR is per-
formed on that and the next 128 bits of data.

The last step is repeated until all the 128-bit blocks
have been encrypted. Then the final counter value is set
to 0 and encrypted using AES and XORed with the MIC.
The result is appended to the encrypted frame.

Once the MIC is calculated using CBC-MAC, the data
and MIC are encrypted. That information is prefixed with
an 802.11 header and the CCMP packet number field,
appended with the 802.11 trailer, and then sent out. 

WPA2 decryption works in reverse. The counter
value is derived from the same algorithm used in the
encryption. That value and the encrypted portion of
the 802.11 payload are decrypted with the counter
mode decryption algorithm and the TK, which results
in the decrypted data and MIC. The data then goes
through the CBC-MAC algorithm to recalculate the
MIC. If the values don’t match, the packet is dropped. If
they do, the decrypted data is sent up the network stack
and to the client.

Not Exactly 2+2
Most of the latest enterprise wireless systems support
WPA2 or are upgradable to it. But if you don’t have an
authentication or RADIUS server that supports the req-
uisite EAP types, you’ll have to pull together the ele-
ments to do so. And you probably have a few laptops
and PC cards that don’t support WPA2 because they
lack the necessary AES encryption hardware. Sometimes
a firmware and/or driver upgrade will activate that
functionality. 

Another challenge is getting WPA2 to embedded or
small form-factor devices such as PDAs, Wi-Fi phones,
barcode scanners and wireless print servers. These devices
tend to lag in security features due to integration chal-
lenges and their infrequent replacement lifecycle.

You can create a separate SSID with WEP or WPA on
a separate VLAN with limited, controlled and moni-
tored access to your network. An example is Wi-Fi
phones that support only WEP or WPA-PSK: Because
they need to communicate only with the VoIP infra-
structure, you should restrict them from accessing the
general corporate network. Of course, voice calls are still
susceptible to decryption, and it might make sense to
wait for handsets that support some form of 802.1X. 

Supporting WPA2 on your existing desktops and lap-
tops isn’t always easy. If the type of EAP you’re using is
not supported by the wireless station’s OS, you can use
the supplicant provided on your wireless card’s drive or
install, configure and manage a third-party supplicant.
If you can’t convert all your users in short order, you
can overlay your system with a new SSID that uses
WPA2 or mixed-mode encryption. Then you can con-
vert your devices to WPA2 by location, for instance. 

Either way, Wi-Fi is ready for prime time when it
comes to enterprise security. WPA2 provides encryption
and data integrity, and when used with 802.1X authen-
tication, you get complete link-level security.  

Frank Bulk is a contributing editor to NETWORK COMPUTING. He
works for a telecommunications company based in the Mid-
west. Write to him at fbulk@nwc.com. Post a comment or
question on this story at www.nwc.com/go/ask.html.
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